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Summary

This deliverable on recommendations for the continuation of C-ITS deployment (D8)
concludes the work of the EU EIP sub-activity on C-ITS services deployment support. The
recommendations are addressed mostly but not exclusively to road authorities and road
operators. The recommendations are mostly based on the EU EIP C-ITS deliverables on
implementation guidance (D6), the roadmap beyond the initial C-ITS deployment phase
(D7) and various C-Roads reports, most notably the report on lessons learned from pilots
and deployment. The recommendations are mapped (Figure S) against the C-ITS lifecycle
phases and the evolution of technology and service generations (from ITS to C-ITS to
CCAM). More in detail, the following recommendations are provided and explained in the
document:

uonesauan [exdojouyral
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Prepare strategic plans and multiyear budgets for C-ITS deployment and operation,
Develop skills and competences related to C-ITS,

Play an active role in specification and testing processes,

Be engaged in standardisation and profiling matters,

Make sure that C-ITS meets requirements of IT security and privacy,

Contribute to the legal framework and certainty,

Share the lessons learned from C-ITS pilots and deployment and consider the
implementation guidance,

Evaluate the C-ITS pilots and assess the impacts,

Be engaged in finding governance and business models for C-ITS operation,
Integrate C-ITS services into day-to-day operation,

Take care of quality aspects concerning data and services,

Prepare a roadmap how C-ITS relates to future developments.

C-ITS Deployment Lifecycle

. ——————
i Preliminaries 22l Install &
& Plan Commission
ITS Integration
into day-to-
\/ ﬁ'_ Legal Framework/Certainty | 93y business !
Budgets | Security and Privacy |
Skills and | Implementation Guidance and Lessons learned |
e R Sl:nr;dap:‘i:::::n Governance and Business Models |
Specifications and | Quality of Data — Quality of Services |
\/ Testing | Evaluation and Impact Assessment |

Roadmapping
to future

Figure S: Recommendations for the continuation of C-ITS deployment.
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Glossary

Abbreviation | Explanation

CAM Cooperative awareness message

CCC Cross Corridor Cooperation (...of ITS Corridors on TEN-T)

CEDR Conference of European Directors of Roads (https://www.cedr.eu/)

CEF Connecting Europe Facility (EU funding instrument)

CEN European Committee for Standardisation (https://www.cen.eu/)

CCAM Connected Cooperative and Automated Mobility

C-ITS Cooperative Intelligent Transport Systems

CP Certificate Policy

CPOC C-ITS Point of Contact

C-V2X Cellular Vehicle-to-everything Communication

DENM Decentralised Environmental Notification Message

DFRS Data for Road Safety Ecosystem

DOT Department of Transport

ECTL European Certificate Trust List

ERTICO ITS Europe (European Road Transport Telematics Implementation
Coordination Organisation) (https://ertico.com)

ERTRAC European Road Transport Research Advisory Council (https://www.ertrac.org/)

ETSI European Telecommunications Standards Institute (www.etsi.org)

EU CCMS European Union C-ITS Security Credential Management System

GDPR General Data Protection Regulation

IEC International Electrotechnical Commission (https://iec.ch)

ISO International Organisation for Standardisation (http://www.iso.org/iso)

ITS Intelligent Transport System

ITS G5 A European set of protocols and parameters for V2V and V2I communications
based on the IEEE standard 802.11p on wireless access in vehicular environments

ITXPT Information technology for public transport (https://itxpt.org/)

LTE Long Term Evolution is a standard for wireless broadband communication for mobile
devices and data terminals, based on the GSM/EDGE and UMTS/HSPA technologies

MAP Map Data

NAP National Access Point

NAPCORE National Access Point Coordination Organisation for Europe

ODD Operational Design Domain

OEM Original Equipment Manufacturer

PCAP Packet Capture (an application programming interface (API) for capturing
network traffic)

PDI Physical and Digital Infrastructure

PKI Public key infrastructure (PKI) is a set of roles, policies, and procedures needed to
create, manage, distribute, use, store, and revoke digital certificates. To facilitate the
secure electronic transfer of information for a range of network activities

PPP Public-private partnership

RCA Root Certification Authority

RSU Roadside unit

RTTI Real-time traffic information

SAE SAE International (https://www.sae.org/)

Recommendations for continuation of C-ITS deployment
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SP Security Policy

SRTI Safety related traffic information

SWOT Strengths and Weaknesses, Opportunities and Threats (...analysis)
TEN-T Trans-European Transport Network

TLM Trust List Manager

TRL Technology Readiness Level

UITP Union Internationale des Transports Publics (https://www.uitp.org)

Recommendations for continuation of C-ITS deployment
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1. Purpose of the document

The EU EIP project (2016-2021) has covered in its sub-activity on “Cooperative ITS (C-

ITS) Deployment Support” a substantial work programme by means of expert collaboration
and workshops. The outcomes of this activity are of significant interest to

national road authorities and operators in their role as institutions piloting and

deploying C-ITS services, also providing the necessary field and traffic
management centre infrastructure to make it work,

the European Commission in its roles as policy framing, regulatory and funding
institution, and

the relevant stakeholders and multi-stakeholder collaborations engaged in C-ITS
deployment.

EU EIP and C-Roads, the European flagship initiative of the national driven C-ITS pilots,
have closely worked together for mutual interest and benefit according to the work split as
laid down in the collaboration note between both platforms (2019).

The results of the EU EIP C-ITS related work are organised in eight deliverables (Figure
1). All deliverables stand for their own results. However, some are related as the
deliverable titles suggest. This report on recommendations for the continuation of C-ITS
deployment completes the full set. All deliverables and accompanying material from
workshops and the EU EIP Forum are accessible from the achievements section of the EU

EIP website https://www.its-platform.eu/achievement/integrating-c-its-into-road-operators-
day-to-day-business.

Implementation
Aspects
(D2, M42, 2018)

Future Service
Implementation — Roles
and Responsibilities
(D3, M44, 2019)

Interoperability
Requirements
(D1, M41, 2017)

Workshop 2017
(D4, M43, 2018)

Recommendations
for continuation

of C-ITS Deployment

(D8, Mm48, 2021)

C-ITS Deployment and

Co-organised with

s A
Implementation

Implementation beyond

~ C-ROADS &
Guidance Initial Deployment EEEEEN #’Z sssmmmmma®
(D6, M45, 2021) (D7, M46, 2021)
Figure 1: Output of the C-ITS deployment support activity.
Recommendations for continuation of C-ITS deployment
EU EIP
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This deliverable is focused on recommendations for the continuation of C-ITS deployment.
Mostly recent information sources have been studied to come up with recommendations:

EU EIP Deliverables of the C-ITS sub-activity, most notably the roadmap on
service implementation beyond initial deployment (D7, Viktorsson et al. 2021) and
the implementation guidance (D6, Drees et al. 2021), the ITS Handbook
(Giamarelos et al. 2021) as well as supporting material e.g. from the EU EIP Forum
2018 (Drees 2019),

C-Roads Deliverables, most notably the report on lessons learned from C-ITS
pilots and deployment (S&erba et al. 2021), the report on legal and organisational
structures for C-ITS operation (S¢erba et al. 2018) and the draft report on the
ecosystem for fully operational C-ITS services (Béhm et al. 2021) and

Recommendations on future C-ITS deployment from C-MoblLe project (C-MoblLe
2021), emphasising the role of C-ITS benefits for transport decarbonisation and
contributing the European Green Deal, the promotion of C-ITS benefits to
Vulnerable Road Users and especially cyclists, the necessity of awareness,
training and education measures on C-ITS, the contribution of C-ITS for cities to
better understand travel patterns, the necessity to study connections to cities’ open
data portals and National Access Points (NAP) and the continuity to use the term
C-ITS for further deployment activities while Connected Cooperative and
Automated Mobility (CCAM) is preferably to be used for research purposes.

The recommendations in this report are illustrated along two dimensions (see Figure 2)
which have been instrumental for key deliverables of the sub-activity, as mentioned above:

The implementation guidance (D6) is organised in a lifecycle perspective. It
considers preliminaries and continues with the Design & Plan phase before
moving on to the Install & Commission phase. The final phase comprises
operation, maintenance and evaluation (while admittedly, evaluation is a sort of
permanent process throughout the lifecycle). The lifecycle provides a
comprehensive perspective of what has to be done when in order to implement
C-ITS successfully (Wadsworth 2021).

The technology and service generations concept — moving on from ITS (widely
deployed) to C-ITS (maturity reached and deployment has started) while already
preparing the next generation of CCAM in research and innovation — has been
key to the implementation roadmap beyond initial services (D7).

The maijority of the recommendations is related to the C-ITS layer. However, it
becomes clear that recommendations drawing the connection to ITS services are
related to operational issues (upper right) while CCAM related matters are bound
to earlier phases of the lifecycle (lower left).

Recommendations for continuation of C-ITS deployment

EU EIP
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Furthermore, some recommendations can be mapped to specific lifecycle phases.
Others are more cross cutting. This is related to either horizontal processes within
road authorities and operators or it may indicate that these actors contribute (e.g.
with requirements or expert advice) to processes that are driven elsewhere (e.g.
legal framework for C-ITS is related to different roles in governance).

C-ITS Deployment Lifecycle

[ —————
Preliminaries ol Install &
& Plan Commission

ITS

NS
C-ITS Recommendations
A 4

Figure 2: Compass for recommendations.

The Figure 3 maps key recommendations for the continuation of C-ITS deployment to the
lifecycle and the technology generations. The recommendations are addressed mostly but
not exclusively to road authorities and road operators. The full wording is reduced for better
readability in the figure while the full description of the recommendation is listed here:

Prepare strategic plans and multiyear budgets for C-ITS deployment and
operation,

Develop skills and competences related to C-ITS,

Play an active role in specification and testing processes,

Be engaged in standardisation and profiling matters,

Make sure that C-ITS meets requirements of IT security and privacy,
Contribute to the legal framework and certainty,

Share the lessons learned from C-ITS pilots and deployment and consider the
implementation guidance,

Recommendations for continuation of C-ITS deployment
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o Evaluate the C-ITS pilots and assess the impacts,

e Be engaged in finding governance and business models for C-ITS operation,
e Integrate C-ITS services into day-to-day operation,

e Take care of quality aspects concerning data and services,

e Prepare a roadmap how C-ITS relates to future developments.

C-ITS Deployment Lifecycle

E—
Preliminaries — Install &
& Plan Commission

ITS Integration
into day-to-
day business
| Frad kfCert
s \/ ﬁ'— Legal mework/Certainty !
- Budgets | Security and Privacy |
= I
3 Skills and | Implementation Guidance and Lessons learned |
o =
@, ES EORMpELENEES SL?P:;!;I.I::“ Governance and Business Models |
(2]
“E’ coacifications ang || Quality of Data - Quality of Services |
E \/ Testing | Evaluation and Impact Assessment |
é‘fr Roadmapping
=3 to future
=1

Y ——

Figure 3: Recommendations for the continuation of C-ITS deployment.

The deliverable is organised as follows. After setting the scene (this chapter), chapter 2
summarises the main results from the C-ITS session within the EU EIP ITS Forum, which
has taken place in Utrecht in November 2018. The leading question for the interactive part
of the session was on how to capitalise on the initial services when deploying more
advanced services in the future. The main purpose of chapter 3 is to elaborate on the
recommendations listed above. The deliverable concludes with providing comprehensive
references.

Recommendations for continuation of C-ITS deployment

EUEIP EU EIP AcTIvVITY 4.4/2021/N°8 10/32



EUA;

European ITS Platform

2. A SWOT Perspective on continuing C-ITS Deployment

The deployment of C-ITS services on the infrastructure side in Europe has evolved quickly
in the past years. Building on the progressive attitude of European road operators, policy
support and co-funding opportunities have leveraged and accelerated the deployment and
lead to a diverse landscape of C-ITS services. However, the operation of those C-ITS
services and upgrading to more advanced services is an ongoing task also for the future.

During the ITS Forum 2018 in Utrecht, a dedicated session on C-ITS Deployment Support
for Traffic Managers brought together key actors and experts for C-ITS services. After short
introductory presentations providing complementing perspectives mainly on the
deployment framework, service harmonisation and evaluation, the question was raised
how traffic managers can capitalize on the initial services when deploying more advanced
services in the future.

In an interactive session, the participants worked together (n = 30) on figuring out the
strengths and weaknesses, opportunities and threats of this approach. The results of this
SWOT analysis have been compiled and presented at the C-ITS Deployment and
Evaluation Workshop 2019 (Drees 2019). Figure 4 shows the categories of the topics,
which have been raised by the participants, in the four quadrants. The size of the boxes
and the fonts represent how often the topics have been mentioned.

Starting with the strengths, the participants emphasized the aspect that the first C-ITS
deployments have established and strengthened cooperation between relevant
stakeholders in the C-ITS field which can be built on in the future. As the C from C-ITS
stands for Cooperative, this is an essential prerequisite. With regard to the cooperation of
private and public stakeholders, the achieved level of cooperation is a great success. The
established stakeholder framework and structures are very valuable. Nevertheless, the
structures of the cooperation are not yet established for continuous operation. This
explains that unclear cooperation is also the aspect mentioned most often as a threat to
further deployment of C-ITS services. More aspects seen as strengths are the simple fact
that new technology has been established and road operators not only catch up to the
state of the art but also drive forward new technologies so that they can offer and use
beneficial services.

The most mentioned weakness is that the benefits and costs of C-ITS services are not yet
sufficiently quantified. Although several frontrunner deployment projects and studies have
worked on this topic, the uncertainty of scaling up the existing numbers is still to be resolved
for many stakeholders. At the same time, the deployment of C-ITS services is perceived
as complex and time-consuming which additionally hinders investments.

The weaknesses also lead to threats of the further deployment of C-ITS services. Besides
the cooperation between the different stakeholders, which is not yet clear enough, the
participants fear that the necessary harmonisation efforts on international and global level
are not quick enough or not successful which can compromise the investments. Also,

Recommendations for continuation of C-ITS deployment
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participants fear that legislation is not distinct enough, e.g. for data security and privacy.
And finally, the divergence of innovative and concurrent C-ITS technologies compared to
existing technologies as well as intrinsic threats of the technology like cybersecurity are
seen as threats for future deployment.

Looking at the opportunities, the participants see great potential in C-ITS. With the new
services enabled through C-ITS, not only pending challenges of road operators can be
faced but also the transition to the future road operation overcoming limitations of
traditional ITS systems and supporting vehicle automation. The cooperation with new
stakeholders is also seen as opportunity to increase the availability and quality of services.
The main goals of road infrastructure operators — increasing road safety, traffic efficiency
and reducing environmental impact — embrace all the aforementioned aspects.

Although this SWOT analysis is already three years old, it is not outdated. The landscape
of C-ITS services has grown rapidly since then. Efforts have been made to establish the
necessary structures for continuously operated and offered C-ITS services. First promising
attempts and endeavours have been undertaken to establish sustainable structures of
cooperation. Nevertheless, there are still tasks on the table which demand efforts from all
stakeholders in the C-ITS domain in order to unfold the strengths and potentials of C-ITS
services. These tasks are taken up in the following chapter as recommendations.

SWOT analysis C-ITS EUIE

European ITS Platform

MNew technology
astablished Stakeholder framework and Complex and time-
structures established
consuming deployment

Strengthening and
E establishing cooperations Unclear benefits

between relevant
Increase
road safety

stakeholders and costs

STRENGTHS | WEAKNESSES
OPPORTUNITIES | THREATS

Enable new global harmonisation and
investments not successful

services or not quick enough

nEre: service support of politics
e . unclear
cooperation

availabilivy
redesign transport
system

Figure 4: SWOT Analysis — How can traffic managers capitalise on the on the initial
services when deploying more advanced services in the future? (Drees 2019).

Increase traffic
efficency
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3. Recommendations for continuation of C-ITS Deployment

3.1. Prepare strategic plans and multiyear budgets for C-ITS
deployment and operation

The role of C-ITS as a tool for improving road safety and traffic management and reducing
environmental pollution is comprehensively recognised today. C-ITS as part of the solution
has become part of many strategic plans and roadmaps on national and European level,
as a Ministry or European Commission communication or as result of cross-sector
collaboration. Some of the strategies are dedicated to C-ITS exclusively while others
embed C-ITS as one essential ingredient of CCAM (the cooperative C). A list of strategies
is available at the website https://www.connectedautomateddriving.eu/roadmaps/list-
strategies/. An analysis of available roadmaps is presented in D7 (Viktorsson et al. 2021).
It is recognised that C-ITS is by definition bi-directional communication. On the one hand,
it is about communicating information (originating) from road authorities and operators to
road users, e.g. about roadworks, incidents, speed limits. On the other hand, the potential
of taking up C-ITS enabled data and to make use of it for improving e.g. traffic management
is significant. Hence, C-ITS projects are largely also data projects, as it is emphasised in
D6 (Drees et al. 2021).

It is important to connect the policy dimension (strategy) with funding availability in order
to increase the likelihood that policy is successfully put into practice. As an example, when
the C-ITS strategy of the European Commission was published end of 2016, C-Roads as
the flagship initiative of Member States driven C-ITS pilots and deployments was launched
around the same dates. The availability of (co-)funding is a strong deployment driver
(Sundberg et al. 2019). So, linking strategy and budgets (even closer) remains crucial. The
investment plans and multiyear budgets should cover the entire lifecycle (installation,
operation and maintenance).

3.2. Develop skills and competences related to C-ITS

C-ITS implementation forces and reinforces secular trends from hardware to software, from
physical towards digital infrastructure. This requires different skills and competences in the
business processes of road authorities and operators (see e.g. Bertini et al. 2016 for
Oregon State DOT). Recruiting talents with a huge affinity to IT processes and IT
management, lifelong learning programs and the cross-sector exchange of knowledge with
automotive and telecommunication industry (on e.g. IT and business processes) help
developing the required skills and competences. One strategy could be that road
authorities and operators built up these competences in their organisations (“Make”) but it
is of course also possible and viable (especially in meeting short-term demands) to contract
specialists (“Buy”). The lines between the concepts are sometimes blurred since
contracted specialists get “in-sourced” later on.

Recommendations for continuation of C-ITS deployment

EUEIP EU EIP AcTIvVITY 4.4/2021/N°8 13/32



EUA;

European ITS Platform

3.3. Be engaged in standardisation and profiling matters and
play an active role in specification and testing processes

The two recommendations are taken together since the nature of the work is very similar
although happening at different places. Quite often, research and innovation projects, pilots
and field operational tests generate ideas and concepts which are put to standardisation
at ETSI, CEN/ISO etc. C-ITS is relying on a set of standards (see e.g. ISO CEN 2020)
which provide the main basis for specifications. They however require profiling: Relevant
specifications (covering functional and technical aspects) must be commonly agreed,
realized, checked regarding their compliance and ensured by certification for final
acceptance by all involved stakeholders. C-Roads has established a release process for
the harmonised service specifications and test procedures on the infrastructure side
(Figure 5). The most recent release, Release 2.0, has been published in October 2021 (C-
Roads 2021). While the specifications ensure interoperability between road operators it is
equally important that vehicles understand the messages transmitted by the infrastructure
and vice versa. Relevant profiles on the automotive side are owned by the Car2Car
Communication Consortium (Basic System Profile, Release 1.6.1, December 2021) and
also 5G Automotive Association (C-ITS Communication System Profiles, February 2020).
It is important towards the regular operation of C-ITS services that all custodians of profiles
find their mode of working together for the benefit of interoperability.

The C-ITS deployment documentation and requirements of C-Roads

@ St G R C-ITS Security CITS Roadside ITS
C-Roads Deployment Requirements and G5 System Profile
Documentation and Requirements Specifications C-ITS Cross-Border
Testmg and
C-ITS Mobile Roadside Validitation Concept
C-ITS Protection Profile ITS G5 System Profile
9 -I ITS-GS (42) e— ——
C-ITS Service C-ITS Message C-ITS Cross-Border
and Use Case Profiles and Testing: PCAP
Definitions Parameters Exchange Specification
i Additional
Start C-ITS High L.EVEI System Architecture Ol camona
. Service : . Hybrid Test & .
Implementation Specific Specification & Technology Requirements ®® pilot (5) Evaluation
m Definition (2) @) Definition (4) o 4c)

-

- _ _ @ C-ITS Security

H Regional Policy and Governance
.

LY o

Conditions and -
Constrains =®®=* IP Based (4h) m——————

@ C-ITS Based
Interface Profile
@ C-Roads Document I% To be developed

C-ITS Test Plan

""L

Figure 5: C-ITS deployment documentation and requirements (C-Roads 2021).

Interoperability of the specifications needs to be tested in static or dynamic settings, e.g.
by so-called testfests and cross-border tests. Caused and driven by the pandemic, virtual
testing (exchanging Packet Capture (PCAP) files) of sending and receiving C-ITS
messages has been found a valuable and efficient alternative to physical testing activities.
Nevertheless, “physical”’ cross-border tests remain important.

Recommendations for continuation of C-ITS deployment
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Figure 6 presents a snapshot from the cross-border interoperability demonstrations
between Italy and Austria on the Brenner motorway (September 2021, Frétscher 2021). In
summary, the right message has been received in-vehicle at the right moment and place
at both sides of the border. Cross-border tests have been also performed between Spain
and Portugal in December 2021 and in the Nordic countries (www.nordicway.net).

» e T E[S % |

Figure 6: DENM message specification and in-vehicle presentation (C-Roads 2021).

As the C-ITS Lessons Learned report (Séerba et al. 2021) has emphasised,
standardisation is seen as a top enabler. The lack of interoperability however has not
ranked high as a barrier. This illustrates the confidence of the road authorities’ and
operators’ community in the capacity of solving the interoperability issue on the basis of
the performed standardisation work. While this is actually the case for the C-ITS Day One
services, it has to be kept in mind that advancing towards richer functionalities of C-ITS
enabled services (sense-plan-act of vehicles) needs additional input to standardisation and
efforts at standardisation bodies (ETSI, CEN/ISO) in terms of e.g. message types, profiling
and testing. Road authorities and operators should make sure that their interest in this
process are safeguarded, in having (own or contracted) experts around the table.

3.4. Make sure that C-ITS meets requirements of IT security and privacy

From its origin of forming ad-hoc networks, C-ITS is a technology relying on the distribution
of messages in the close vicinity (few hundred meters), where the information is most
relevant. The messages contain information about current (vehicle) status and potentially
hazardous situations (e.g. CAM/DENM), and are sent to C-ITS stations that are usually not
known beforehand. Hence, ensuring trust in the sender by managing security credentials

Recommendations for continuation of C-ITS deployment
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is pivotal. This necessity is addressed by the design and implementation of a European
Union C-ITS Security Credential Management System (EU CCMS) for C-ITS messages
(Figure 7). The use of the distributed Public Key Infrastructure (PKI) depicted below
enables the use of digital certificates to sign and verify any message exchanged in the
European C-ITS system. The rules of this common trust model, laid down in the Certificate
Policy (CP) and Security Policy (SP), see European Commission 2019, ensure that only
trusted parties can participate, while rogue actors and malicious messages can be
identified.

The European Commission, here represented by its Joint Research Centre (JRC), fulfils
three central roles in this trust model architecture (JRC 2021), which can also be found in
Figure 7:

¢ An EU Root Certification Authority (RCA), adhering to the same CP rules as other
RCAs, yet playing an important role in providing easy access to all PKI services
required for the operation of C-ITS Stations.

e The C-ITS Point of Contact (CPOC), which is a role designed to collect all the RCA
certificates from trustworthy European CAs, transmitting them to the TLM and
publishing the European Certificate Trust List (ECTL).

e The role of the Trust List Manager (TLM), which is the unique entity in the trust
model that signs and manages the ECTL, providing this list of trusted RCA
certificates to all participating entities in the EU CCMS via the CPOC.

C-ITS Certificate Policy Legend:
. TLM ... Trust List Manager
AUthorltv CPOC... C-ITS Point of Contact

CA ... Certificate Authority
EA ... Enrolment Authority
AA _. Authorisation Authority

1
I TLM : —— ... Trust Relation
1
[}
1
I Common CPOC :
: EUropeanm e e N T 1
| Elements
I | EU Root CA |RootCA1 | | RootCA2| ... |RootCAN
1
1
1
1

Additional Root CAs run in Europe by e.g. Member
State Authorities or Private Organisations providing
certificates to specific users.

Figure 7: C-ITS trust model architecture (EC 2019).

The implementation of an EU CCMS is urgently needed for European C-ITS deployments,
both in a first learning and testing phase as well as for any commercial large-scale market
introduction (Figure 8). In this context, the most important issues to decide and plan for
road authorities and operators (as well as for vehicle manufacturers, too) are:
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e Use of the EU Root Certification Authority or set up an individual (e.g. national or
industry-driven) Root CA, as some Member States or OEMs will setup their
individual Root CAs,

e Carefully planning of the transition between the ECTL levels.

In this respect, the work in the sub-group on Cooperative Intelligent Transport Systems
(C-ITS) under the Commission Expert Group on Intelligent Transport Systems (E01941),
established in 2020, is crucial. As part of the work, the expert group elaborated on the
requirements for the so-called “Level 17, which is an intermediate between testing on
Level 0 (no hard requirements to be met) and the fully CP-compliant Level 2.

Discussions across all stakeholders had shown the need for such an intermediate level,
since the first deployments in actual operations were ready to start and should be clearly
separated from testing activities, while a full compliance to all CP requirements was not
yet possible. After intense discussions about the right balance of potential exemptions from
a few of the CP requirements, the Expert Group concluded on the actual definition of the
levels in late 2021. The resulting specifications have been published on December 15"
2021 as version 1.2 of the CPOC protocol, to be downloaded from the respective website
of DG JRC: https://cpoc.jrc.ec.europa.eu/Documentation.html.

Level 0 available on request for larger field tests and pilots

End of
transition phase

L1 stations can be registered at L1 PKls

!
! :
! |
| L1 stations may process
:'2_" ! Level 1 : Level 1 Legacy L2 messaégs_
[E) I
= : L1 and L2 stations shall be
o 1 " distinguishable by the receiver
. | 1 L2 stations may process L1
! 1 Level 2 messages, according to their
l /) individual risk analyses
T T e e e Every new ,productive” station or PKI has to
v meet L2 requirements

Transition phase for
productive systems

Figure 8: Overview and timeline of the ECTL levels (JRC 2021).

Moreover, there is also work underway in C-Roads to generalise a protection profile for
C-ITS stations (expected for 2022), meeting one of the crucial CP requirements for Level 2,
as well as approaching the proper management of service specific permissions (SSP) in
the certificates across all stakeholders.

Next to IT security, privacy is another important element to consider. C-ITS has to meet
privacy-by-design and privacy-by-default principles in order to comply to Article 25 of the
General Data Protection Regulation (GDPR). In the C-ITS context, pseudonymisation and
anonymisation of messages are taken as technical measures to provide a data protection
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friendly solution. Addressing privacy-by-default, e.g. for the Volkswagen Local Hazard
Warning system, the C-ITS system is not switched on at vehicle delivery and the customer
must activate it first by accepting the data protection agreement (opt-in solution). Afterwards
the system remains on by default, although it can be turned off by the driver (EuroNCAP 2020).

According to the findings of the C-ITS Platform (European Commission 2017) the preferred
long-term solution for lawfully processing personal data in the context of C-ITS should be
carried out in accordance with a legal obligation or performance of a task in the public
interest, according to Article 6 (1) c / e of the GDPR. Such processing must have a basis
in the EU or Member State law. As example for a national legal basis, Germany has
established as of 2021 a legal basis for gathering, saving and using such data for traffic
management purposes (§63e StVG Road Traffic Act, https://www.gesetze-im-
internet.de/stva/BJNR004370909.html, accessed 2021-11-16). The proposal for a revised
ITS Directive (European Commission 2021) might pave the way to a European legal
instrument in mid-term perspective.

3.5. Contribute to the legal framework and certainty

Successful deployment requires standing on two feet, providing legal certainty on all the
framework conditions and having access to financial means, where also co-funding can
play an important role (see section 3.1). Road authorities and operators are encouraged
to bring in their expertise, needs and requirements, deployment plans etc. to further shape
the legal framework for C-ITS, via the Member States representation in the ITS Committee
or directly as part of expert consultations.

A first attempt to establish a C-ITS Delegated Regulation was proposed by the EC services
in March 2019 but did not enter into force. The proposed revision of the ITS Directive will
be a keystone for advancing the C-ITS legal framework. Beyond this, it is important to keep
in mind and ensure that

e the communication spectrum in the 5.9 GHz band remains dedicated in
harmonising the conditions for the availability and efficient use of frequency band
5 875-5 935 MHz for safety-related applications of Intelligent Transport Systems
(ITS) (review as soon as market developments and evolution of standards and
technology justify such a review or at the latest by 30 September 2023, see
European Commission 2020),

e a governance model for the ecosystem of fully operational C-ITS services is
worked out and implemented (see section 3.8) and

e a technology-neutral framework respects “legacy” deployment which is important
for continuous functioning of safety-related services while at the same time also
offering possibilities to make use of technological advancements (see e.g.
provisions for CEF Digital, European Commission 2021).

Recommendations for continuation of C-ITS deployment
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3.6. Share the lessons learned from C-ITS pilots and deployment and
consider the implementation guidance

Over the past years, numerous stakeholders have gained experience in developing and
implementing C-ITS services. Many of those stakeholders have cooperated and worked
together in different projects where they could exchange their knowledge. People who are
new to the topic of C-ITS implementation often cannot benefit from experiences made by
frontrunners since they have not been documented or are difficult to find — this holds not
only for people outside but also for staff within the own organisation.

For the sake of a fast and broad roll-out of C-ITS services, documenting the experience
brings benefits within the own organisation but also let others realise faster learning effects.
A first collection of experience from different road operators and authorities can be found
in the C-Roads Lessons Learned report (Séerba et al. 2021). The Deliverable D6
(Implementation Guidance for C-ITS Services with Infrastructure Involvement, Drees et al.
2021) of the EU EIP C-ITS sub-activity goes a step further to turn this experience into
guidance on implementation issues. Part Il of this D6 report divides the implementation
and operation of C-ITS services into different phases and presents collected experiences
(Figure 9). This collection can be extended and updated in future, either with a new version
of this document or with transferring the contents into a new document which can be
published and made visible and accessible to more C-ITS stakeholders. Any measure on
maintaining and extending the content of the guidance points way beyond the lifetime of
the EU EIP platform and should be considered as a point of attention and scope when a
future platform serving as a unified technical knowledge management center on ITS and
C-ITS will be formed.
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Figure 9: Process of implementation of C-ITS services (Drees et al. 2021).
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3.7. Evaluate the C-ITS pilots and assess the impacts

As the process diagram (Figure 9) shows, evaluating the C-ITS pilots and assessing the
impacts is an integral part of the overall process of implementing C-ITS services. At the
same time, evaluation and assessment provides a feedback loop to the overall strategy
and planning (see section 3.1) where road authorities and operators act responsibly and
with purpose driven by goals and strategy. Actions by the road infrastructure actors can be
measured and controlled against their contribution towards strategy implementation.

The Member States driven C-Roads pilots and deployment initiatives have performed their
national (and in some cases transnational, e.g. NordicWay, InterCor, as part of the C-Roads
“family”) evaluation and assessment activities based on a shared evaluation and assessment
plan (Studer et al. 2019 and 2020). The overall evaluation results of the first wave have been
reported in a workshop end of 2021 (https://www.c-roads.eu/platform/events/News/entry/
show/c-roads-workshop-wg-3-evaluation-and-assessment-workshop/2022.html). The report
comprises results of the road safety, traffic efficiency and environmental impact assessment
as well as user acceptance and functional evaluation for the C-Roads services and use cases
(Zimmermann et al. 2021). Results from the transnational pilots NordicWay and InterCor are
reported in Innamaa et al. 2020 and Crockford et al. 2020. Road authorities and operators
play a key role in this type of evaluation and assessment to either perform the task by
themselves or to contract such studies.

The reports share the finding that C-ITS is working and leading to significant behavioural
impacts. The impacts are measurable on a “micro” level (how does an individual driver
respond to the information provided, in terms of e.g. vehicle speed, acceleration,
deceleration?). The rich results provide input for a more comprehensive impact
assessment where impacts are scaled up to contribute to an aggregated picture (macro
level) on national, transnational and even European scale. At the same time, the socio-
economic and ecosystem impacts are assessed only by some of the pilots. An aggregated
result of such a scoreboard approach is presented just below (Figure 10).

Nordic
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Figure 10: Aggregated C-ITS impact assessment (Innamaa 2021).

Recommendations for continuation of C-ITS deployment

EUEIP EU EIP AcTIvVITY 4.4/2021/N°8 20/32



EUA;

European ITS Platform

All of the sources mentioned above are related to evaluation and assessment of
deployment initiatives. Aiming to support policy development and legal certainty, a more
generalised and at the same time wider (i.e. beyond C-ITS) impact assessment, has
accompanied the proposal for revision of the ITS Directive (European Commission 2021).
In such process settings, road authorities and operators play an indirect and participating
role, in providing experiences and advice in the process of e.g. expert workshops and
public consultations.

3.8. Be engaged in finding governance and business models for C-ITS
operation and integrate C-ITS services into day-to-day operation

C-ITS services have been successfully piloted for a number of years by road authorities
and operators, and today, referring to C-Roads Release 2.0 (C-Roads 2021), a large and
expanding catalogue of use cases and services is available. The piloting phase has made
use of favourable co-funding conditions (studies, 50%) provided by the Connecting Europe
Facility. This support is continued for C-ITS deployment with co-funding rates of 30%
(works) within the CEF 2 program (2021-2027), compared to 20% co-funding for works in
the CEF program 2014-2020. So far, the C-Roads pilots and platform are integrated. More
specifically, the platform is made of a similar activity (contribution to the platform) in all of
the pilots. When pilots end, an overall C-ITS governance concept for the operational phase
is needed. Moreover, it is useful for this new phase to unbundle platform and deployments
so that countries/Member States can engage themselves in the platform activities even in
absence of co-funded deployment projects.

The CEF support has contributed to the (technical) maturity of the services on a broad
European scale. However, C-ITS services are not expected to “fly” building on public
financing and monopolies only but on the contrary private innovation and business
opportunities should be allowed and encouraged (S&erba et al. 2021).

The C-ITS actors contribute to the ecosystem with different initial motivations (public:
serving the common good, private: exploring business potential). These motivations reach
out “to the other side”, as private actors typically also emphasise their Corporate Social
Responsibility (e.g. safety of their products) and public actors also strive for achieving their
responsibilities (often in face of budget constraints) in a more efficient way (Figure 11).

Point of view: Point of view:
Society Business

Public
Stakeholders

Private
Stakeholders

Figure 11: Stylised motivation of actors in the C-ITS ecosystem (C-ITS Platform 2017).
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This cross-motivation provides the basis forms for exploring the co-creation of the
ecosystem and the collaboration on the underlying value network through which C-ITS
services are delivered to users, citizen, customers etc.

A number of actors in the ecosystem, involving road authorities and operators, automotive
OEMs and suppliers, infrastructure equipment manufacturers and suppliers etc. have
crossed the chasm. They have found a sufficient basis for their “business” models which
make them comfortable for advancing to operating C-ITS service as part of their day-to-
day business processes. Examples can be found at https://c-its-deployment-group.eu/.

However, finding scalable governance and business models for C-ITS operation still represents
a challenge. The C-Roads WG 1 on organisational issues has developed an infrastructure-
based view on the ecosystem for fully operational C-ITS service delivery (B6hm 2021):

e The governance has to enable collaboration between different stakeholders,
including authorities, C-ITS station operators — infrastructure, OEMs, service
providers, PKI operators and end users.

e The collaborative C-ITS governance should take on board and manage
organisational elements, technical elements and stakeholder interests (Figure 12).

Tasks to be considered by a collaborative C-ITS C c-rono:
governance

C Organisational elements

C supervision of the overall C-ITS service performance and the further
development (e.g. security system in place, services active and
supported)

C Technical elements

C Change management (e.g. upgradeing existing services, roll-out PKI
certificates)

C Information management (e.g. consistency of service chain)
 Security management

( Stakeholder management
(C Stakeholder and end-user support

Cafinancad by the Coanesting Eurape.
Faciity af S Eurapean Unien

Figure 12: Collaborative C-ITS governance tasks (Bohm 2021).

e Three possible governance structures have been identified: set-up of a European
body, an industry-driven platform and a public-private partnership.

e The report also assesses strengths and weaknesses of the three possible
archetypes of governance models. As it is assessed, today the C-ITS operation
takes off from an industry-driven platform which offers limited potential for
scalability and inclusion of all stakeholder needs. Referring to the public and
private interest in delivering C-ITS services, a PPP model could then serve both
interests in a balanced and coherent way.
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Forward-looking discussions on how to design a level playing field considering and
respecting all stakeholder interests are still in infant days and represent one important topic
for cross-sector collaboration in 2022 and beyond:

The collaboration challenge goes even beyond C-ITS service delivery, touching
issues of C-ITS integration into ITS, already operated by road operators for
decade(s). EU EIP has served as technical ITS knowledge management center
for European ITS services, amongst others linking ITS corridor deployments
(Cross Corridor Cooperation, CCC) and harmonising requirements for the
deployment of ITS (cf. ITS Handbook, Giamarelos et al. 2021).

The integrated platform collaboration contains a significant value for accelerating the
digitalisation of the Core Network Corridors of the TEN-T network and to significantly
improve the corridor performance (Cox Trautmann 2016, Sundberg et al. 2021).

The idea to form a comprehensive platform integrating the service perspective of
ITS and C-ITS complements the recent integration effort (encouraged and strongly
incentivised by the European Commission) to form one platform on the data
harmonisation issues around ITS and C-ITS. NAPCORE (National Access Point
Coordination Organisation For Europe, 2021-2024, www.napcore.eu) involves 30
European states plus three international organisations (ERTICO, UITP, ITxPT),
covering data standards such as DATEX Il, TN-ITS and multimodal data standards.

Both platforms, one on the data side and one on the service side, could indeed
serve well the scope of the revised ITS Directive (European Commission 2021)
where priority area IV is now covering CCAM services (see also section 3.10).

In addition to governance structures and business models, there is also a need to integrate
C-ITS into day-to-day operational processes of road operators (Giamarelos et al. 2021):

The results of the C-Roads process comprising specifications and testing for C-ITS
services and use cases (see section 3.3) have to be integrated into the ITS service
specifications as laid down in the Reference Handbook for harmonised ITS Core
Service Deployment in Europe. Figure 13 illustrates the mapping between the
C-ITS services (C-Roads) and the (traditional) ITS services.

More broadly, Figure 14 illustrates the data sharing architecture based on three
interfaces. Interface 1 realises a backbone interface that allows the service to
communicate via NAPs with other third-party backbone systems (belonging to
other road operators, service providers for vehicle fleets or end-user applications
operated inside the vehicle, or other systems). Interfaces 2 and 3 describe direct
communication links (i.e. via RSUs) between the road operator and individual
vehicles (i.e. via OBUs) or other devices used inside the vehicle, e.g. smartphones.
Interface 2 is the interface to convey information from the service into the vehicles
or the user device. Interface 3 is the interface for in-vehicle data being transmitted
from the vehicle/user device to the service as a source data.

Recommendations for continuation of C-ITS deployment

EU EIP

EU EIP AcTIvVITY 4.4/2021/N°8 23/32



EUA;

European ITS Platform

Reference Handbook: »
References to C-ITS service specifications

European ITS Platform

= C-ITS Services that can
support ITS Services have

been identified. -
TMS: Incident

= Data elements to be e
A Warning and
provided and references Management
to C-Roads Specifications
are included for each ITS

Service. -

IVS: Dynamic
Speed Limit
Information

HLMN: Accident Zone

HLNM: Weather

1 i

Condition Warning

gt Auduipintiagiaglll ELl EIP A2 Monitoring & Dissemination

Figure 13: References to C-ITS service specifications (Giamarelos 2021).
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Figure 14: Data Sharing Architecture (Giamarelos et al. 2021).
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3.9. Take care of quality aspects concerning data and services

Quality

aspects have formed an important part of the EU EIP work program. Quality

packages have been developed for all Delegated Regulations in the scope of the ITS
Directive (Safety related traffic information, Real-time traffic information, Multi-modal travel
information services, Intelligent Truck Parking). All quality packages are available at
https://www.its-platform.eu/achievement/quality-of-european-its-services-and-their-data/).

Each quality package contains quality-related definitions and concepts, as proposed and
agreed by EU EIP partners for the use in Europe:

A set of Quality Criteria in the categories Level of Service (describing the provision
of data) and Level of Quality (describing the data as such),

Specific Quality Requirements for individual ITS services, and

A set of proposed Quality Assessment Methods.

The parameters in the quality packages have been validated in quality tests which have
been used subsequently for the improvement of the quality packages (Figure 15).

Priority | EC Del. Reg. Phase
Action
Take stock Propose Test Validate Enhance Optimise

Q) 886/2013 o o 4 4 7 v
(SRTI)

B) 2015/962 ‘/ e A \/ Vi v
(RTTI)

A) 2017/1926 v v i W &
(MMTIS)

E) 885/2013 W 7 v v W
(ITP)
C-ITS (n.a.) ‘/ ‘/ ‘/ ‘/ ‘/

Figure 15: Process followed for the EU EIP Quality Packages.

Further efforts have been made to come up with a C-ITS quality package (Lubrich et al.
2022). The most important findings on quality aspects can be summarised as follows:

The main lesson learned from the elaboration of the C-ITS Quality Package is that
the variability of data categories and complexity of data flows in C-ITS
deployments make a generic description of C-ITS Quality quite challenging. As a
consequence, a concept of “Data Use Cases” is introduced, where quality
definitions are elaborated for specific, isolated data environments.

A second important finding is that the recent validation phase made also apparent
that piloting emerging technology such as C-ITS may require temporarily a wider
range of values for quality, partly also of definitions of quality criteria. This phase
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of widening quality values and/or criteria precedes a converging phase — when
having collected more experience also in the transition towards regular operation
— to a narrower bandwidth of values as it has been the case for the services
covered by the first Delegated Regulations (SRTI/RTTI).

e More in general, also supported by S&erba et al. 2021, road operators should have
a methodology to monitor end-to-end quality and assessing service quality.
Related definitions and requirements are ideally agreed at European scale (like
those elaborated by EU EIP), include quality test procedures (to be used in living
labs and/or operational environments) and follow common guidelines.

As a suggested way forward, the quality related work is to be continued in the NAPCORE
platform, especially when it comes to the data parts of the entire value chain. It is important
to maintain and even intensify the dialogue with the actors in the service segment of the
value chain. This is also related to the platform forming process as laid out in section 3.8.

Another dimension of quality is approached when future CCAM services come into play.
In other words, when C-ITS services do not provide information only to be digested by
human drivers but vehicles should plan manoeuvres and act accordingly, functional safety
becomes essential (sense-plan-act, WG 3 matrix of CCAM Platform 2021, ERTRAC 2021):

e Functional safety represents common terminology in the automotive sector (ISO
26262) but also on the infrastructure side (e.g. traffic lights). IEC 61508 serves as
a cross-sector generic standard for functional safety in systems. Obviously, there
is common ground already and ideas around on how to combine the two “worlds”
of infrastructure and automotive.

e Practically, this means on top of the quality digital information itself, the main
ingredients are secure and trustful information (certificate of the European C-ITS
Security Credential Management System) as well as reliability information (safety
qualifier in terms of meeting functional safety requirements). Bringing all of them
into place, Operational Design Domains (ODDs) for Automated Driving can be
extended (Erdem 2021).

3.10.Prepare a roadmap how C-ITS relates to future developments

This recommendation closes the loop to the first one, dedicated to preparing strategic plans
and multiyear budgets for C-ITS deployment and operation. It requires an aggregated view
of road authority/operator roadmaps (intra sector) and of roadmaps from related
sectors/industries. Deliverable D7 of this EU EIP C-ITS sub-activity (Viktorsson et al. 2021)
has compiled the information from the available sources, including Car2Car
Communication Consortium, 5G Automotive Association, ERTRAC CCAM, EuroNCAP,
while also acknowledging the strong progress achieved in using in-vehicle data for
improving safety-related traffic information (https://www.dataforroadsafety.eu).
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The roadmap deliverable has identified two major phases for action of road authorities and
road operators: mid-term transferring the C-ITS pilots to operation fully integrated into their
business processes and making use of the ecosystem for fully operational C-ITS service
delivery while also taking advantage of the growing Data for Road Safety (DFRS)
ecosystem, and the longer-term development towards CCAM services.

The main reasoning for the mid-term perspective and the actions which fall hereunder can
be summarised as follows:

More C-ITS services will be verified in the next months and years. They will expand
from information and warnings only (Day 1/Day 1.5 services) to Day 2 and beyond,
expanding along the cooperation classes (SAE J 3216) from status over intent
sharing to agreement seeking and prescriptive actions. “Backwards compatibility”
is needed in which new C-ITS equipment needs to support and safeguard already
deployed C-ITS services. A near term development for Day 2 would be a C-ITS
service on automated vehicle guidance. When C-ITS services help fulfilling driving
tasks beyond sensing — i.e. plan and act (see CCAM Platform WG 3 PDI matrix) —
the issue of functional safety comes in and has to be tackled (see section 3.9).

Each C-ITS service will cover more and more use cases. The service will get
deeper or richer in functional terms (e.g. Road Works Warning service now also
covering long term road works).

The timespan for expanding the C-Roads service catalogue is predefined by the
process of coming up with harmonized and tested specifications. From proposing
new services and/or new use cases to harmonized specifications the perfect
process lasts one to one and a half years. The test cycle involving test protocols,
exchanging PCAP (packet capture) files, verifying the interoperability adds on top
so that this overall process requires two-three years of lee time (see section 3.3).

Several processes (amongst others change and problem management, see
section 3.8) have to be put into place in the transition of pilots to full-scale
deployment and integration of C-ITS services into day-to-day operation.

The C-Roads Platform supports using hybrid communication technologies (short
and long range), as tested and proven by its Hybrid Communication Task Force.
Cloud solutions and their technologies need to support secure connections and be
based on strategies for achieving interoperability between all stakeholders.

The evolution of cellular communication standards towards 5G is expected to bring
further improvements to long range cellular communication (such as coverage
improvements and signalling efficiency), which will provide benefits to the hybrid
communication approach while complementing short range connectivity.

The possibility to take advantage of C-V2X technology (LTE-V2X and 5G-NR) to
deliver C-ITS services to take up related data should be tested, provided that the
short-range technologies can co-exist in the 5.9 GHz band. Tests can also
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comprise experiment with "hybrid" roadside units that can listen to various
communication technologies at once such as ETSI ITS G5 and Cellular-V2X.

Actions making use of different communication technologies have to be well and
responsibly embedded in a technology-neutral framework respecting that “legacy”
deployment is important for continuous functioning of safety-related services while
at the same time also offering possibilities to make use of technological
advancements. The revised ITS Directive and the clear definitions in the Directive
are pivotal for establishing and maintaining this level-playing field.

Road authorities and operators should take advantage of the potential provided by
in-vehicle data for SRTI as demonstrated in the Data for Road Safety (DFRS)
ecosystem. The DFRS ecosystem, a cross-border, cross-brand, public-private
cooperation involves five OEMs and five data service providers, nine National
Road Authorities and Operators and ERTICO.

The DFRS potential to improve road safety compared to conventional methods
relies on typically wider coverage, possibly better accuracy and usually lower
latency. Example results from the Netherlands have proven the value of the data
for SRTI (van Ekelenburg, Hoffmann, Ismail, Segesten 2021), see Figure 16.
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Figure 16: Data for Road Safety — Process and Results (Hoffmann 2022; van

Ekelenburg, Hoffmann, Ismail, Segesten 2021).

The longer-term element of the roadmap is dedicated to developing CCAM towards
technological and societal readiness and eco-system, including CCAM services:
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CCAM is currently mostly a topic for research and innovation. The European
Commission and private as well as public partners covering the entire CCAM value
network (in total 200 members of the CCAM Association) have engaged in the
CCAM Partnership which is a co-programmed partnership in Horizon Europe.
Many road authorities and operators are engaged in solving the R&l issues of the
Strategic Research and Innovation Agenda (SRIA, CCAM Partnership 2021).

The CCAM Partnership is organised in seven research and innovation (R&l)
clusters, of which the cluster 4 on integrating the vehicle in the transport system is
of greatest importance to road authorities and operators. It comprises the R&I
pillars of Physical and Digital Infrastructure (PDI), Connectivity and Cooperative
Systems, and Fleet & Traffic Management in a CCAM ecosystem. The cluster itself
resides in a sandwich position between clusters, dealing with lower levels of
technological (TRL) and societal readiness on one side, and large-scale
demonstrations on the other side (which will pave the way towards deployment).

The research and innovation challenges are complemented by additional activities
(in the terminology of European co-programmed partnerships) which comprise
research programs and projects on national and transnational level (e.g. CEDR
Transnational Research Program).

The Connecting Europe Facility (CEF) plays a key role to take the infrastructure
part of (sufficiently mature, i.e. TRL 8-9) CCAM systems and services to the next
phase of pilot deployment and deployment. This is crucial because the functioning
of CCAM hinges on the right investment at the right place and time. While e.g. the
automotive industry is only able to collaborate in the first and last phase for
competition reasons, the engagement of road authorities and operators can be
leveraged and accelerated by providing access to tailored funding programs
across all three phases (see section 3.1 for the importance of funding availability).
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Figure 17: Cooperation in maturing and deploying CCAM (CEDR 2020)
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